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Abstract— Secret message passing through an open channel
needs an extreme level of privacy to protect it from theft or
misuse. To achieve this objective, two parallel approaches are
frequently used in digital media namely — Cryptography and
Steganography. Cryptography encrypts the secret data into some
unreadable format before sending through shared channel
whereas Steganography conceals the secret message within an
ordinary, non-secret file in such a way that an eavesdropper
cannot suspect its existence. One layer of security, however, may
be vulnerable from various security attacks. Hence, both the
methods can be combined to achieve more secure as well as
powerful model termed as Crypto-stego model. In this paper, an
extensive survey is presented on Stegano-encryption techniques
that are applied to various real-world systems which need high
security. The survey also provides a thematic approach to classify
available state-of-the-arts with regards to different application
domains where it could be used. The rigorous survey follows the
security threats along with various security-analysis that can
establish a system as robust and safe from attacks.

Keywords—Steganography, Cryptography, Security, Robust-
system, Steganalysis

. INTRODUCTION

In the age of digital communication, open public
channels are the only option to pass personal or confidential
information. On the other hand, most of the personal
information, with the advent of large scale data handling and
analysis, we need to solely depend on a shared cloud based
server storage. Hence, it is quite evident that providing
security and integrity of information become a crucial and
indiscernible part in data communication and storage. To
achieve these objectives, two parallel techniques have
frequently been employed since long past — (a) Cryptography
and (b) Steganography.

Cryptography is a security measure provided to secret
data by changing the meaning or form of its original version
to an unreadable format with the help of certain key. It
involves two phases — encryption and decryption. To define
the encryption process, if an original message is termed as
“plain text” and it is changed with a “key”, the converted
new message is termed as “cipher text”. This encrypted
cipher text is then passed through the public channel by the
sender. The receiver, on the other side, accepts the cipher
text and converts into its original form (plain text) with the
help of the shared key, the process of which is called as
decryption. The encryption and decryption process can be
represented mathematically as shown in (1) and (2):

Ci = encrypt(P) @ K Q)
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P = decrypt(Ci) ® K 2
In the above equations, P is the plain text, Ci is cipher
text and K symbolizes the shared key.
The entire process of cryptography is depicted in Fig.1.
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Fig. 1. Cryptographic Process

We can classify the cryptographic process further into
three prime categories, depending on the key used, namely —
(i) Symmetric key cryptography, (ii) Asymmetric key
cryptography and (iii) Hash based cryptography. In
symmetric key cryptography, the same secret key is used in
both the sender and receiver side for encryption and
decryption respectively. Asymmetric key cryptography, to
the contrary, uses one “public key” in the sender/client side
and different “private key” in the receiver/server side. In
hash based method, a well defined hash function is generated
for encryption and decryption process. The basic features
that a cryptographic system provides to the secret data are:
Confidentiality, Integrity and Robustness.

Steganography, in contrast to cryptography, protects the
secret data by concealing it into a cover media by keeping its
original format intact. The secret data is hidden into any
media like — image, audio, video etc. with or without using a
key in the sender side, by employing an embedding
algorithm. The output of this process is termed as “stego
media”. This stego file is subsequently sent through an open
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shared channel. The secret data is extracted by the intended
recipient at the receiver end from the stego file with the help
of an extraction algorithm where the key is optional similar
to the embedding step. It is worth to mention that the
extraction algorithm is basically an inverse process of the
embedding algorithm. The fundamental objective of this
process remains hiding maximum secret data into cover
media without degrading its quality (i.e. by maintaining the
media  imperceptibility) so that no one can sense the
existence of secret data in the stego-media. Mathematically it
can be defined as:

S = Co @ embedding(D) ® K 3)
D =5 @ extract(S) D K 4)

In the above equations, S is stego media, Co represents
cover media, D is the secret data and K is the secret key.

Fig. 2 shows the entire process of a steganographic
system. The strengths of this security scheme involves in

providing: Security, High embedding capacity, Media
imperceptibility and Robustness.
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Fig. 2. Steganographic Process

Now, it is evident from the process of cryptography and
steganography is that each individual strategy holds its own
advantages or strong features which can provide data
security. However, both the methods are vulnerable from
various security threats/ attacks. To overcome this problem,
the combination of these two mechanisms is becoming more
popular which is established as a more powerful security
approach. The stego-crypto model provides two layers of
security on the secret data. However, there is no specific
sequence that to be applied in this model like — cryptography
first then steganography or first steganography then
cryptography. In the literature both the combinations have
been proposed by the researchers in various algorithms to
provide higher security. A schematic diagram of stego-crypto
model is provided in Fig.3 for a better comprehension.

In this paper, we have provided an extensive survey on
the stego-crypto methods available in the literature with
technical analysis. Although, there exists a number of review
articles on the similar topic [4-5,11-12,19,23,33,45-
46,50,52,68-69], where the authors have mostly classified
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and discussed the stego-crypto approaches in terms of the
mechanism used followed by the
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Fig. 3. Crypto-Steganographic Process

comparison amongst those with respect to the cryptographic
algorithms and steganographic algorithms that employed.
We have, to the contrary, focused on the application oriented
stego-crypto models and tried to establish their feasibility
issues. This survey may help the researchers to understand
the applicability of such stegano-encryption algorithms that
can be applied towards solving a real-world problem by
providing higher data security.

The rest of the paper is organized as follows: after this
introductory section, the detailed survey is presented in
section 1I. Efficacy and security measures of a stego-crypto
model are discussed in section Ill. Section IV represents a
rigorous comparison between the state-of-the-art methods.
At last the concluding remarks are provided in section V.

Il. LITERATURE REVIEW

In this section, we have described few of the recent state-
of-the-art stego-crypto algorithms that are designed for
providing data security specifically towards real-life
applications. Although, few additional algorithms that exist
in the literature, have also been mentioned at the end of this
section but without sufficient technical details.
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A. Image Data Protection

O. C. Abikoye et al. [2] designed a security scheme for
protecting iris image data, an application of biometric
system, which is stored into database as an iris template. The
authors have provided two layers of security by employing
two sequential cryptographic schemes on the iris template
namely — Twofish and Triple Data Encryption Standard
(3DES). The iris template is segmented into two parts. First
segment is encrypted with a key generated through Twofish
algorithm. The second segment, on the other hand, is
encrypted by using a secret key that is generated from 3DES
algorithm. Now the encrypted template is concealed into a
JPEG cover image with the help of Least Significant Bit
(LSB) replacement mechanism. Finally the stego-image is
stored into the database which is the corresponding
representation of an individual iris template. Although LSB
replacement is vulnerable from various attacks, the actual
information will remain safe from the attacker due to the use
of two secret key encryptions. Hence, the proposed biometric
system is established as a secured one while it results with
efficient authentication. The iris matching efficiency has
been reported as 98.70% of GAR (Genuine Acceptance
Rate) and 0% FAR (False Acceptance Rate).

A. Sengupta et al. [7] proposed a secured hardware
implementation aiming to protect medical images generates
through patient diagnosis. The diagnosed images, in
compressed format, frequently sent on other centers over
public channel for preparing the corresponding report which
is quite vulnerable. The authors have constructed a secured
hardware in which the compression process is carried out
with dual layer of security as — (i) structural obfuscation and
(ii) steganography. The structural obfuscation modifies the
internal electronic structure of the system to hide its
functionality. S-box based hardware steganography is
employed in the second phase where 775 or 610 bits stego
key is incorporated to make the system irreversible. The
proposed scheme is secured from the well-known attacks
such as Cloning and Trojan insertion.

In [8] another strategy was developed for providing
security to the image files that to be sent through open
channels or to be stored on sharable image database. In this
approach, before transmitting original image it is scrambled
with the help of a joint stego-crypto approach. Initially, a
colour image is encrypted by AES (Advanced Encryption
Standard) algorithm with a large secret key. Now, the secret
key is embedded into the encrypted image by employing
LSB-M (Least Significant Bit Matching) technique. LSB-M
is more secure than simple LSB replacement along with
maintaining better visual imperceptibility of the stego file.
The encrypted image is classified into several segments by
using Nearest Centroid Clustering and subsequently the
containing colour pixels in each of the segments are shuffled.
In some specific segments, the AES secret key is embedded.
The authors mentioned the proposed method as highly
secured as the strong AES encryption is used along with LSB
matching for hiding where the hiding positions are also
random. Similarly, the proposed idea is proved to be efficient
as it can produce the stego-image with optimal SSIM
(Structure Similarity Index Measure) and MSE (Mean
Square Error) if secret is hidden without encryption.

In [29] an interesting colour image data security
algorithm is presented where the colour information is
concealed inside its compressed grey-scale version. The
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intended recipient can only retrieve the original colour image
if he/she possesses the secret key. The colour information is
first quantized and generated an ordered sequence of it which
is subsequently hidden inside the corresponding compressed
grey version. DCT is used for the compression and the secret
quantized colour information is embedded in each block-
specific DC component. LSB replacement method embedded
the data bits. The entire process produced an indexed grey-
scale image which can be communicated over public
channel. The given idea may be applied in secure publication
of digital painting.

Balu et al. [40] proposed a video based stego-crypto
model for more secure transmission of medical data where
they have employed AES encryption and LSB based
steganography. The critical medical data was encrypted first
with AES method and embedded the secret information in a
video file into few selected regions of each frame. Individual
frames are categorized into i) face area of the foreground
objects, ii) other area of foreground objects, iii) smooth
background area and iv) motion area in background. Based
on the above categorization 1LSB, 2LSB, 2LSB and 3LSB
data embedding is applied. The segregation of various
regions have been estimated through Intensity Inductor
Value (detects moving object by analyzing a particular video
frame), Spatial coherence Index value and Temporal
Coherence Index value (are estimated to mitigate the
negative effect arises due to camera movement), Motion
Attention Index Value (estimated for detecting and
separating the foreground and background object), Variation
Range (measured as the difference of a pixel from its
neighbouring pixels), and Face Area Detection (to find
human vision region of interest in foreground objects). This
categorical data hiding will result with less distortion of the
cover video. The proposed method achieved the average
PSNR of 67.17 dB along with 0.1 bpp hiding capacity.
Besides, the algorithm is established to provide data
confidentiality, integrity and authenticity in medical image
data communication over public channel.

An image can also be securely sent to the intended
recipient through audio signals, a novel idea on which has
been developed by Le et al. in [70]. In authors have
employed visual cryptography to divide and encrypt the
secret image into several sub-parts each of which is sent over
internet by concealing into an individual audio signal. The
receiver only can retrieve the secret image by combining all
image sub-parts obtained through the proper decryption-
extraction procedure. In the proposed method, the image has
been encrypted as 8 different sub-parts and employed
pattern-based LSB replacement steganography into 8
different audio signals. Moreover, to make the model more
secure, simple LSB is not used. Instead a specific 4-2-2-4
pattern has been applied i.e. 4LSB embedding in first sample
(16 bits), 2 LSB embedding in the second and third audio
samples, 4 LSB in the fourth sample. By repeating the same
pattern all the secret data are embedded in 8 different audio
files. Although, visual cryptography leads to data loss, but
the proposed method is able to retrieve the secret image
without data loss by maintaining good average PSNR as
48.0843 dB. Hence, this model is proven to be useful in real
applications where it needs a non-sharable secret image
communication over public channel.
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B. Data Security in Personal Devices

A personal data security scheme designed for mobile
devices [14] where all the data and applications may be
protected through three layers of security viz. hashing,
cryptography and steganography. A user password is first
encoded with SHA based hash function which is then
encrypted with AES, using username as key, and finally the
encrypted hash value is embedded into an arbitrary image
by using LSB replacement method. The proposed technique
is able to provide a high security to the end user password
by assuring authenticity, confidentiality and integrity.

On the other hand, a PC data security mechanism,
specifically the sensitive text data stored in a personal
computer, is devised in [20] where RSA encryption and
video steganography are considered. First the personal text
data is encrypted with RSA algorithm and then the
encrypted binary stream is replaced with cover video pixels.
In the experiment, 1-LSB, 2-LSB and 3-LSB methods are
applied amongst which 3-LSB is proved to ensure
satisfactory trade-off between capacity and media quality.
The proposed algorithm is also claimed as highly secure due
to the adoption of RSA technology.

The authors have also suggested the similar model for
audio steganography that can be applied for PC data security
[57]. The experiments established the 3LSB audio
steganography with RSA encryption as comparatively more
secure model while providing large scale hiding capacity.

C. Security in Cloud Data Migration

In parallel to provide security on personal device, it is
utmost crucial to protect cloud data as cloud storage are
becoming popular with the advent of large-scale as well as
remote data processing. A. Dhamija [28] focused on this
issue in his research while developing a security scheme that
to be applied in data migration from client machine to the
cloud server. The personal information is encrypted first
using 1’s complement concept involved in SCMACS. This
is a symmetric key cryptography technique. The encrypted
data is then embedded into an image file to generate the
stego-image. Finally this stego-image file is sent for storing
in the cloud server for remote access. In the steganography
process, they used simple LSB replacement technique.

D. Banking Data Security

In the age of digital transaction, we need to depend
mostly on either ATM for cash transaction or online
monetary transaction instead of going physically to the
bank. Therefore, security in banking data is highly required.

Aiming to the first objective, a secure ATM system is
designed by Das et al. [13] by introducing a stego-crypto
environment. ATM transaction, based only on secret PIN is
quite  vulnerable from various security threats like —
spoofing, eavesdropping, man-in-the-middle attack etc.
Hence, in this method, an user’s finger vein image is sensed
and features are extracted using machine learning approach
to generate the corresponding template. Secure transaction,
transferring of the template to the ATM server, is then
carried out by applying light-weight crypto and image
steganography. In this phase, the vein image (or template) is
first encrypted through XOR-based encryption which is
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subsequently embedded into an arbitrary cover image using
random MSB-LSB replacement. Due to the usage of this
random MSB-LSB replacement algorithm, the entire system
will remain safe from confidentiality and replay attack. The
proposed system also produces 98.75% accuracy in
verification (one-to-one matching) while 97.92% overall
accuracy in user authentication (one-to-many matching)
which is in lesser time than 0.2 second.

To achieve the second objective i.e. secure online end-
to-end money transaction, a secure framework is designed in
[25]. Generally an OTP, a plain text, is used to verify the
intended person before online transaction. In contrast to
which, the proposed method first encrypts the system
generated OTP with the help of light-weight cryptography
where the combination of user’s registered PIN (personal
identification number) and DOB (date of birth) is used as
the encryption key. The encrypted OTP then embedded into
an arbitrary text data which is basically sent to the user for
authentication. If anyone received the OTP but do not know
the PIN or miss-type it cannot extract the original OTP and
hence the transaction will fail.

E. Miscellaneous Security Application

There are few algorithms developed in the literature that
cannot be categorized in the above mentioned security
applications and sometimes a particular scheme may be fit
for multiple application domains. Few such researches have
been discussed next.

Zhang et al. [37] designed a robust stego-crypto model
based on video steganography which was applied for
ensuring national information security and confidentiality of
government agencies and enterprises. The proposed
algorithm employed secret sharing based encryption on the
secret information which is further processed by error-
correcting code and subsequently embedded into a
compressed video data in the DCT (Discrete Cosine
Transformation) domain. In the steganography process, it
estimates the embedding region, selection of smooth area, in
each video frame with grey relational analysis and the entire
frame is partitioned into several (4X4), (8X8) and (16X16)
blocks. A 4X4 block in the smooth region embeds 1 bit,
8X8 block embeds 4 bits and the 16X16 block embeds 16
bits. The stego video quality maintains PSNR above 36 dB
while bounded the average Bit Error Rate by 0.013 on
various filtering attacks. The method is also claimed as
robust as its survival rate is more than 80% even after frame
loss.

An audio steganography model combined with
cryptographic message security has been mentioned in [58]
which can be applied in defense organizations, intelligence
agencies and other applications where medical image
security is required. In this approach, the secret data (an
image) is first encrypted using RSA algorithm which is
embedded into an audio signal in DWT (Discrete Wavelet
Transform) domain. The cover audio signal is decomposed
into wavelet sub-bands in which the embedding locations
are selected based on a dynamic generated sequence. Now,
the selected coefficients are modified by checking the secret
bit and a pre-defined threshold value T. After data
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embedding, the signal is transformed back to the temporal
domain. The model is established as secure by analyzing its
quality through MSE, SNR, PSNR and proved its robustness
by passing through several attack filters. The average stego-
signal PSNR is reported as 41.73 dB with hiding capacity of
5698 bps.

Two more recent audio based stego-crypto mechanisms
[59,61] have been mentioned in the literature that are
claimed to be applied for any secure data communications.

In [59] chaotic map based one time padding is employed
for secret data encryption which are subsequently embedded
in the selected audio signal octet by LSB replacement. The
particular audio part selection is performed again by another
logistic chaotic map. The measure like — PSNR, waveform
analysis, key size in one-time padding established the
method as secure.

On the other hand, Taylor series based text data
encryption has been developed in [61] where LSB
steganography is used to hide secret bit in each octal block
of the audio signal. Taylor series based encryption is proven
to be more powerful than AES algorithm. The authors have
proposed the hybrid model as a suitable approach to be
applied in biometric based systems.

Beside these application oriented schemes, there exists a
number of approaches which can be applied for securing
real-world systems after analyzing their implementation
feasibility[1,3,6,9-10,15-18,21-22,24,26-27,31-36,38-39,41-
43,46-48,50,52-56,59-60,62-66,69]. Amongst these
methods, here we have provided a brief discussion on a few
recent promising algorithms.

In [1], a three layer protection of secret data is proposed
through encryption-embedding-encryption. First, the secret
data is encrypted and generates a QR code which is then
embedded inside a colour image and finally applied another
encryption with logistic chaos. The proposed idea is proved
to be secure from various statistical and differential attacks.
In [3], a dual layer security scheme has been described
where the secret data is encrypted by employing elliptic
curve cryptography which is subsequently embedded with
LSB inversion algorithm. Another double layer data security
method [10] implemented in hardware where encrypted data
embedding is carried out in DCT domain which provides
extra security. In [22], a multi-level crypto-stegano
technique is described where text data is considered as
secret message. Plain text is encrypted by using XOR and
one time pad algorithm which is hidden into a cover image,
finally the stego-image is scrambled with visual
cryptography concept. Another excellent method is designed
in [24] where the secret data is embedded first in the cover
image but in wavelet domain. The wavelet coefficients in
the stego-image are further optimized in such a way that all
the hidden information is condensed in the lower sub-bands.
The lower sub-bands are then encrypted using secret sharing
algorithm to provide another layer of security.

An high capacity video steganography along with secret
data encryption method is devised in [34]. It uses Arnold’s
cat map for data encryption and 4-LSB is used for
concealing the secret bits into the corner points, identified
through Tomasi corner detection algorithm, of each video
frames. Dalal et al. [41] developed a robust and
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imperceptible stego-crypto model for SD and HD videos.
Secure Force (SF) algorithm has been employed for secret
message encryption which are embedded into video frames
decomposed in wavelet domain. The data bits are hidden
specifically into mid-level frequencies to maintain a trade-
off between imperceptibility and robustness. In [48], the
secret information is hidden into a cover video file in
Curvelet Transform domain. The stego key used for the
embedding process also hidden into the cover media after
encrypting it by Elliptic Curve cryptography.

I11. PERFORMANCE AND SECURITY MEASURES

To discuss a stego-crypto system, one needs to
essentially focus on its performance efficiency as well as the
security measures i.e. how much the system is protected
from various security threats. Although, several applied
stego-crypto models have been analyzed through various
system-specific performance measures [2, 7, 8, and 13]. In
this section, we have illustrated some of the frequently used
performance metrics along with few popular security
analyses that have been provided to establish an efficient
model in general.

A stego-crypto system may primarily be evaluated based
on its (i) performance, (ii) security and (iii) robustness. The
system performance, however, is further categorized as
subjective, statistical and quantitative measure. On the other
hand, security may be analyzed through steganalysis
schemes and cryptographic key strength. Robustness of the
system, whereas, can be measured with the application of
various transformations, noise addition and compression.

Stego Crypto System Evaluation
| |
Performance Security Robustnest
L T ] Transformation
Subjective Statistical Quantitative | RS Analysis
Payload Noise
Histogram Analysis MS! Key Space
Computational Speed Compression
Correlation PS|
Complexity
Entropy BER
Chi-square

Fig. 4. Classification of Stego-Crypto System Evaluation

A. System Performance

The efficacy of a stego-crypto system may be evaluated
by employing a number of subjective, statistical and
quantitative measures which are discussed next.

1) Payload: It defines the data hiding capacity of a
steganographic system [6,18,20,24,34,40]. One of the prime
objectives of steganography is to conceal maximum number
of bits into a cover media without degrading much of the
media quality. Payload is conventionally measured as
bits/Byte (or bpB). If total number of bits can be embedded
as ‘b’ into an colour image(cover media) having spatial
resolution mXn, payload may be expressed as:

payload = b/(m *n * 3) (5)
The simple LSB replacement method, for an example, hides
a single bit in each Byte of cover media. Hence, payload of
this steganographic procedure is 1 bpB.
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2) Computational Speed: A stego-crypto system may
also be evaluated through the computational time by which
it can produce the desired output. Most of the real time
security systems are frequently evaluated with this measure
[1,2,7,8,10,14,24,31]. Parallel processing [8] is one of the
key factors to speed up such systems.

3) Algorithmic Complexity: Sapce and time complexity
analysis of any newly designed algorithm, specifically in
real-time systems, play a crucial role to measure the system
efficacy as well as the feasibility.

4) Histogram Analysis: This is an important statistical
measure adopted [1,3,8,9,38] to evaluate the strength of any
steganographic module. It ensures how much the system is
powerful to maintain its imperceptibility and hence secure
from the attackers. Histogram analysis can be performed
globally or on bit-plane level. If the stego media gets
degraded up to a certain level, there will be a noticiable
amount of change in its histogram compared to the cover
media or vice-versa. However, audio besed steganography
methods are also validated through waveform plotting
against both the original and stego version [59,60,62].

5) Correlation: This is another statistical measure
generally used to anlyze the strength of a cryptographic
system [1,4,9,33,35]. Correlation defines the match between
plain and cipher media in each corresponding data point.
Mathematically,

Corr=X2(P-P’)(Cix-Ci’) / opoci (6)

where, Py and Cix are corresponding k™ data of plain and
cipher media respectively, P’ and Ci’ are the mean of plain
and cipher media respectively. op and oc; represent the
standard deviations.
Low correlation signifies a strong association between the
two and produces value near to zero. On the other hand,
high correlation value indicates a sufficient difference
between plain and cipher media, hence, establishes powerful
crytography. This mesure enhances the robustness of a
cryptography module.

6) Entropy: It is a measure of data randomness which
establishes the strength of a cryptographic algorithm [1,9]. If
a data set contains n number of discrete values where 2™=n,
information entropy will vary in the range of {0,1, ..., m}.
Low value of entropy signifies lower degree of randomness
while higher value increases the degree of randomness.
Entropy can be expressed as:

. 1
En= rob(n,)log———— (7)
;p (n,) 9 orob(n)
In case of an image cryptography, n=256 as there will be
256 different pixel intensity values ranging from 0 to 255
and m=8. If a system produces entropy value as 8, it
involves highest entropy hence able to provide maximum

secure from different attacks.

7) Chi-square Test: This is an statistical attack that can
reveal the existance of hidden data in a steganography
model. It can mathematically be represented as:

TTIC, 2020, Vol. 4, 16-27

ZZ _ Z (Ok — Ek)z (8)
< E

In the above equation Oxand Ex symbolize the observed and

expected value of a data set.

Chi-square test proves the imperceptibility of the stego-

media.

8) Mean Square Error(MSE): A steganographic system
is analyzed by using MSE which defines the visual quality
of the stego media (image/video/audio) [3,8,9,33,35,38,].
Low value of this metric signifies good imperceptibility
whereas high value represents poor visual quality which can
easily be suspected by an eavesdropper. It can be measured
as:

MSE :%Z(Cok _S,)? ©)
k=1

Here, n is the total number of elements, Cox and Sy are
respectively k" element of cover and stego media.

9) Peak Signal to Noise Ratio(PSNR): It is derived from
MSE, hence also provides the visual quality measure of a
stego media [3,4,8,9,10,24,29,33-40]. PSNR is defined as:

_ max* 10

PSNR =10log,,( MSE) (10)
where, max is set with the maximum data in the data set. In
case of image steganography, for an instance, max is fixed
at 255 as the maximum pixel intensity may be 255.
It is to be noted that higher value of PSNR signifies good
visual quality of stego media i.e. nobody can suspect the
presence of secret information into it.

10) Structural Similarity Index Measure(SSIM): It is
the frequently aopted statistical measure [3,4,8,34] to define
the structural similarity between (encrypted-) original and
crypto-stego media. In contrast to comparing individual
data, SSIM considers the human visual perception to

identify the difference between the two media. It is
expressed as:
SSlM — (Z/JColuS +a1)(20—005 +a2) (1]_)

()uCOZ +/Usz + a1)(o'(:oz + O's2 +a,)
Where, pco and ps symbolize the mean of cover and stego-
media respectively. oco and os respectively represent
variance of cover and stego-media while ocos Stands for the
covariance between both the media. a;, a; are two constants
used to stabilize the division factors which are defined by:

=m, *f
a =m } 12
a,=m,*f

Here, m;=0.01, m,=0.03 and f=2°-1 where b is the bit
number to represent a data. Generally b is set with 8.

SSIM ranges from -1 to +1. Two similar media with no
structural changes produces 1 in the result whereas 0 value
signifies no correlation between the two media.

11) Bit Error Rate(BER): If the corresponding bit
against a cover and stego-media pixel is not same, it is
considered as Bit Error. Therefore, BER for a pixel is
defined as the ratio of the number of error bits and the pixel
size (in bits) [24,33,37]. Overall BER is measured as the
cumulative BER estimated at each pixel. This metric is



22

generally applied for such stego-crypto systems where bit
replacement mechanism is used as embedding strategy.

B. Security Analysis

Any stego-crypto system is highly attack-prone as the
secret data are communicated through unsecured channels.
Therefore, designing of a new system requires an obvious
security analysis before implementation. The steganography
component of the combined system may be analyzed by RS
steganalysis while key space analysis establishes the
strength of the cryptographic module.

1) RS Analysis: This analysis [1] is carried out based on
two initial function definitions provided in (13).

F:2ne2n+l } (13)
F,:2ne2n-1

The above two functions basically performs the pixel value
transformation by 1 in both side [Ex. 01, -1-0].

Now, the stego-image is divided into a number of blocks
and performs another operation on each of the blocks G' as:

. . . n_l . .
F(G)= F 04 X v X, ) = D% =%/ | (14)
k=1

Where, x4 is an arbitrary element of a candidate block G'.
Apply F; to all the blocks to estimate Ry and Sy, as:
Rn=0,/N (15)
S,=0,/N }
Here, g: is the number of blocks that satisfy f(F1(G))>f(G),
gz is the number of blocks that satisfy f(F1(G))<f(G) and N
counts the total number of blocks.
Similarly, apply F.; to all the blocks to find R., and S., by
R.,=0; I'N } (16)
S.,=0,/N
Here, gs is the number of blocks that satisfy f(F.1(G))>f(G),
g4 is the number of blocks that satisfy f(F.1(G))<f(G) and N
counts the total number of blocks.
The stego system is regarded as safe if it satisfies the
condition below:
R,=R,,>S,=S (17)
On the other hand, the analysis detects the system if the
following condition is satisfied that shown in (18):
R,-S,>R,-S, (18)

2) Key Space: It guarantees the intractibility of a
cryptography algorihm [1]. If any stego-crypto system uses
a large size key (in bits), it is quite difficult to break by
applying brute-force attack. It is reported that any key
having space more than 2% is considered as safe from the
brute-force attack. For instance, AES encryption generally
uses 128 bit key (key space is 2*%) hence cannot be broken.
The time required to break any key, containing b bits, may
be estimated as:

T = 2P /(I 365 * 24 * 60 * 60) years (19)
Assuming that the system can execute | number of
instructions in a second.

C. System Robustness

Robustness of a model signifies its correctness in spite of
getting tampered by an eavesdropper [6, 30]. To establish
robustness of a stego-crypto system, it generally undergoes
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through various transformations on the output media like —
scaling, rotation, linear or non-linear filtering etc., addition of
noises or compression. Here, few basic methods are
elaborated.

1) Transformation:A stego media file may encounter a
number of geometrical transformations as it is shared
through public channel. The various transformations may
change the geometrical property of the stego media. Hence,
to establish a stego system as robust, it needs to be tested by
applying scaling, rotation, cropping operations on it. If after
applying those, the secret data can still be extracted from the
distorted stego media, the system can be considered as a
robust one. A number of linear (ex.- box filter) or non-linear
(ex.- median filter) filtering techniques may also be applied
for this testing.

2) Noise:Stego-file may be tamperred by adding various
noises like — salt-and-pepper noise, gaussian noise,
anisotropic noise, speckle noise etc. The system should be
robust from various noise-attacks.

3) Compression:Most  frequently used testing for
designing a robust system is compression as the secret data ,
in form of cryto-stego file, is communicated through public
channels which are generally compressed before sending
due to limited bandwidth. Conventionlly JPEG compression
technique is adopted. If the system is able to extract data
correctly from the uncompressed file at receiver end, it is
regarded as a robust system.

IV. COMPARISON AND DISCUSSION

In this section, we have provided a rigorous comparison
amongst the state-of-the-art methods that have been
proposed by several researchers in recent past. Here, we have
taken into account few important categories (or properties)
based on which the works have been compared in a tabular
form. Although, the review is dedicated to the crypto-stego
system that are implemented in some real application
domain, however, we have made a comparison amongst
some of the recent promising algorithms that can also be
applied in some real world security systems. Table | shows
the extensive comparison.

A number of observations can be made from the
comparison table which has been pointed below.

e There is no such sequence of applying
cryptography or steganography processes,
however, most of the schemes encrypted the
secret data before hiding into a cover media.

e Most of the approaches considered two level of
security as sufficient to construct a safe as well
as robust stego-crypto system whereas few
methods have increased the level of security.

e Various cryptographic algorithms have been
employed in different researches with an
objective to provide light-weight computation or
higher intractability.

e In most of the cases, simple LSB or its variants
have been considered as a steganography
algorithm aiming at efficient computation. It is
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also sufficient to provide security as the secret
message is already in encrypted form.

To evaluate the system performance, the
application-oriented schemes have provided the
system specific metrics. For instance — security
model on iris biometric shown GAR, FAR as
performance metric whereas ATM security
application measured the percentage of system
accuracy for user authentication.

On the other hand, most of the stego-crypto
systems are evaluated through payload, MSE,
PSNR, execution time for establishing the
efficacy of steganographic module while few
statistical metrics along with key space analysis
have been provided to prove the strength of
cryptography module.

To validate the robustness of a model, most of
the researches have employed noise based
filtering attacks e.g. Gaussian noise (with
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varying standard deviations 0.01,0.03, 0.1 etc.),
Salt & pepper noise; compression attack (tested
against 10 % - 50% compression)

The proposed systems which work on spatial
domain (image, video) or temporal domain
(audio), have mostly employed PVD or LSB
based steganography for secret data embedding.
To the contrary, the schemes designed for
transformed domain (e.g. — DCT, DWT, DFT,
Curvelet etc.), applied coefficient modification
or encoding in data hiding phase.

Amongst the three popular steganographic
techniques (i.e. image-audio-video) video based
embedding can hide more secret data due to its
large file size by maintaining a good amount of
quality measure in stego file.

The overall comparison and subsequent discussion will
help a researcher to analyze the feasibility and applicability
of their newly developed system.

TABLE I. A COMPARISON AMONGST STATE-OF-THE-ART STEGO-CRYPTO SYSTEMS
Methods Security Operation Cryptography | Steganography Evaluation Overall Application
Levels Sequence Algorithm used | Algorithmused | Metric Adopted Performance Domain
Abikoye et al. [2] 2 layer Encryption- Twofish, 3DES LSB GAR, FAR GAR=98.70% Iris  recognition
Embedding replacement FAR=0.0% system
Safe  biometric
system from un-
authenticated
person
Senguptaetal. [7] | 2 layer Hardware Alphabetic Structural Design cost, | Cost=0.45, MSE | Secure
steganography- encryption obfuscation MSE, PSNR, key | < 2.8, PSNR in | compressed
Key based based hardware | space range of 19~22, | medical image
steganography steganography, key space =210 transmission  for
combined with key based diagnosis
cryptography steganography
Shifa et al. [8] 2 layer Encryption- AES LSB-matching Speed up factor, | Execution time | Online
Embedding SSIM, MSE, | =1.55s, SSIM= | transmitted
PSNR, Histogram | 0.99, MSE= | content
analysis, key | 0.027, PSNR= | protection
space 68.90 dB, key=
256 bit
Das et al. [13] 2 layer Encryption- Light-weight Variable MSB- | Verification Verification= Finger-vein based
Embedding cryptography LSB accuracy, 98.75%, user
(XOR based) replacement identification Identification= authentication in
accuracy, 97.92%, ATM
execution time execution time=
0.168 s
Alotaibi etal. [14] | 3 layer Encryption- SHA/MDS5, LSB PSNR, execution | PSNR > 39 dB, | Designed for
Encryption- AES replacement time time < 180 ms, | secure  mobile
Embedding provide data
authenticity, communication
confidentiality
and data integrity
Al-Juaid et al. [20] | 2 layer Encryption- RSA LSB video | PSNR, payload PSNR > 43 dB, | Provide PC data
Embedding steganography payload=3 bpB security
Sivasankari et al. | 2 layer Embedding- Elliptic  curve | Any  standard | PSNR, MSE | PSNR< 49, MSE | Secure image
[24] Encrypion cryptography algorithm (LSB) | BER, payload, <14,BER<0.5, | transfer
Capacity<90Byte
Sheshasaayee et al. | 2 layer Encryption- Light-weight Text - Provide integrity, | Secured OoTP
[25] Embedding feistal cipher steganography confidentiality, based  banking
authentication, system
availability, non-
repudiation
Dhamija et al. [28] | 2 layer Encryption- ASCII value | LSB - Provide data | Secure data
Embedding combined with | replacement confidentiality transmission  in
1’s complement and integrity cloud server




24

TTIC, 2020, Vol. 4, 16-27

Zhang et al. [37] 2 layer Encryption- Secret Sharing Equation MSE, PSNR, BRI | Provide good | Government
Embedding specific data (Bit Rate stego media | agencies and
embedding Increase), BER quality (PSNR= | enterprises data
36 dB, BER= | Security and
0.013), anti- | confidentiality
steganalysis maintaining
ability and 80%
data retrieval
against  various
filtering  attacks
which establishes
its robustness.
Balu et al. [40] 2 layer Encryption- AES algorithm LSB Hiding capacity, | Average PSNR= | Secure medical
Embedding replacement MSE, PSNR 67.17 dB, MSE= | image data
0.0168, Payload= | transmission
0.1 bpp. Provide
data integrity,
confidentiality,
and authenticity
Al-Juaid et al. [57] | 2 layer Encryption- RSA 3LSB Capacity, MSE, PSNR > 92 for | Sensitive text
Embedding cryptography replacement PSNR 1LSB, PSNR > | data security in
85 for 2LSB, | personal
PSNR > 74 for | computer system
3LSB (in audio
cover file)
El-Khamy et al. | 2layer Encryption- RSA Wavelet Capacity, SNR, | Average PSNR= | Defense
[58] Embedding cryptography coefficient PSNR 41.73 dB, | organization,
modification average intelligence
based on capacity= 5698 | agency, medical
Threshold bps, robust | image security
(algorithm against  filtering
specific and compression
embedding attacks
process)
Alwahbani et al. | 2 layer Encryption- Chaotic map | LSB SNR, waveform | SNR = 89.22 for | Can be applied in
[59] Embedding based One Time | replacement analysis, key size | hiding capacity | any secure data
Pad of 1000 Bytes, | communication
Key space= 10%
in  cryptography
& 10% in
steganography
Gencoglu wt al. | 2 layer Encryption- Taylor ~ Series | LSB Execution time More secure than | May be applied
[61] Embedding based replacement AES based | in cyber defense,
cryptography method mobile
application  and
biometric system
security
Rakshit et al. [70] 2 layer Encryption- Visual Pattern  based MSE, PSNR No data loss | Secret image
Embedding Cryptography LSB takes place, | passing over
replacement average PSNR = | internet
48.08 dB
Mathivanan et al. | 3 layer Encryption- Base64 Random bit- | Histogram, Secure from | No specific
[1] Embedding- encoding, replacement correlation, statistical, application
Encryption logistic ~ chaos entropy, key | differential and | mentioned
theory space, brute-force
computation attack,
speed, RS | satisfactory
analysis, PSNR, | embedding
payload capacity of 6.4
KB, PSNR > 30
dB
Santhakumari etal. | 2 layer Encryption- Elliptic  curve | LSB inversion Time and space | Payload=1.5bpB, | No specific
[3] Embedding cryptography complexity MSE < 1.0, | application
analysis, payload, | PSNR > 47 dB, | mentioned
MSE, PSNR, | SSIM > 0.95,
SSIM, Histogram, | Chi-square  test
Chi-square can show 53%
analysis visibility of
secret data
Rangaswamaiah et | 3 layer Encryption- XOR, one-time | LSB MSE, PSNR MSE < 0.24, | No specific
al. [22] Decryption- pad algorithm, | replacement PSNR > 54 dB application
Encryption visual mentioned

cryptography
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Mstafa et al. [34] 2 layer Encryption- Amold’s  Cat | 4-LSB Payload, PSNR, | Average No specific
Embedding map replacement SSIM payload=0.069, application
average mentioned
PSNR=60.7 dB,
SSIM> 0.81
Dalal et al. [41] 2 layer Encryption- Secure  Force | Weighted block | PSNR, BER, | PSNR > 57 dB, | No specific
Embedding algorithm based data | SSIM SSIM > 0091, | application
addition average BER < | mentioned
(algorithm 7% after different
specific noise attacks
embedding
process )
Rout et al. [48] 2 layer Encryption- Elliptic  Curve | Curvelet MSE, PSNR Average No specific
Embedding Cryptography coefficient MSE=18.60, application
modification PSNR=47.36 mentioned
(algorithm
specific
embedding
process)

V. CONCLUSION

In this paper, we have provided a thorough inspection on
the stegano-crypto models that have been applied in solving
several real world security problems. The review has mainly
focused on the technical details of such schemes followed by
the associated security issues. It has been revealed that some
algorithms have employed dual security layer, with
combination of steganography and cryptography, whereas
few of them adopted one extra layer of security to make the
model more secure and robust. The state-of-the-arts have
employed different cryptographic algorithms with the prime
objective to ensure large secret-key space so that it cannot be
broken by any known attacks. On the other hand, a simple
but efficient LSB steganographic algorithm has been applied
which makes the system faster. The overall review will give
an idea, to the researchers, on how to design a feasible,
secure, efficient, powerful and robust crypto-stego system
that can solve a real-life data security problem.
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