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Abstract: In cyber world, the major
problem is to detect malicious objects
mainly newly invented programs.
Though there is some pre-used
methodology to detect old attacks,
because they have previous signature
generation approach. But when a new
attack comes in situation, it’s very
difficult to detect the attack pattern.

In this paper we have proposed a
methodology to detect malicious
objects specially worm attacks and a
proposed algorithm to  generate
signature for Worm. Our proposed
technique is optimal cost technigue too.
We have used Double-Honeypot
architecture  to  implement  the
technology.
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Introduction: We know that malicious
objects are an important issue in
modern days security. we can take an
approach to detect this malicious
activities. Let there is an e-mail server
which is responsible to send and receive
the e-mails of the persons in an
organization. As, all of us know that e-
mail is a big carrier of malicious
attacks. To detect e-mails having such
attacks, we can have a tricky way. We
can create dummy e-mail account
having no restrictions to receive e-
mails. We do not forward this account
to any one for the communication. As
the e-mails having malicious attacks are
forwarded to all the e-mail accounts at
this e-mail server, so, for dummy
account also. Therefore, to detect worm
attacks we simply check the dummy
account first because e-mails received
in this account will be having maximum
probability of worm attack. To save the
network form such worm attacks we
delete all the e-mails from all the e-mail
accounts at this server [1]. Honeypot
works like that. Honeypot is an
information resource whose value lies
in unauthorized or illicit uses of that

resource [2]. Anything will come
through a honeypot will be taken as an
attack or probe. It is generally two
types. High interaction and low
interaction honeypot. High interaction
honeypot gives the user access to the
real operating system where nothing is
restricted. Honeynet is an example of
high interaction honeypot and low
interaction honeypot does not provide
any security, only it collects
information about the attack. Honeyd is
an example of low interaction
honeypot.

Extended Double-Honeypot
architecture: The idea of double
honeypot system is inbound honeypot is
not authorized to make an outbound
connection [3]. As we are much
concern about worm attacks because
worm has its self replication property, it
can replicate very easily to the intended
machine, we are proposing this double
honeypot system architecture. When an
attack comes into inbound honeypot it
tries to make an outbound connection
because of its replication property and
all the attack signature are transferred to
the low interaction honeypot[4]. We are
using worm replication property to
generate signature. Figure 1 illustrates
Double Honeypot Architecture.

But we also know that intranet is a
connection of more than one LAN.
These distinct LANs may have different
vulnerable systems. Now in this
situation if we design architecture of
Honeypot for whole intranet it will be
very difficult to implement [5]. For this
we have used Extened architecture with
sticky honeypot concept and Figure 2
describes this architecture.
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Fig. 1. Using double-honeypot detecting Internet worms

Signature generation approach for Worm
using Honeypot:

To generate automated signature we
have used Antivirus Engine which
consist of behavioural detection engine
and 3 High Interaction Honeypot and 1
Low Interaction Honeypot. We have

also used Sticky Honeypot to slow
down worm propagation rate, such that
signature

generator can get more time to analyze the
attack pattern. Figure 3 illustrates the system
architecture of signature generator.

Proposed Algorithm:

1. Gate translator will collect all the
traffic and will redirect them to the first
Inbound Honeypot.

2. Internal translator will redirect the
malicious traffic to the second Inbound
Honeypot.

3. Sticky honeypot is adjusted between
Honeypot 1 and Honeypot 2 to slow
down the worm propagation rate.
Different TCP tricks are there for
Sticky Honeypot.

4. Honeypot 3 consists of Antivirus
Engine. All the malicious traffic will go
through the Engine and it consist of
behavioural detection engine and
corresponding ~ signature  will  be
generated and will go through a Low
Interaction Honeypot.

5. Low Interaction Honeypot will send
the signature to a centralized storage
system through which IDS can get the
information. So analyzing the signature
IDS can protect any attack, as it will get
its generated signature.

6. If the Antivirus Engine in Honeynet
3 unable to detect any Signature then
that payload will be automatically
redirected to internet through unused IP
system.
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Conclusion: The paper provides an idea
about honeypots and their usage. As
honeypots is relatively a new technology
and having good scope for future works.
Honeypot can be used with well
established security tools such that IDS

or Firewalls to make them more effective.

Malicious program can be easily detected
by honeypot technology concept.

We have also used Extended-Double-
Honeypot  Architecture to  detect
malicious programs like worm attack.
These technologies are new and have a
very good prospect in market because it
examines a malicious code which is not
seen before. Substring Extraction from
worm signature is also a popular
methodology to detect signature
pattern[6].
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